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Introduction

e Fingerprinting of network servers
e Banner string
e Available options
e Reactions to illegal syntax

o Usage in honeypots
e Emulation of network servers
e |s it possible to create such emulators automatically?
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Honeyd

e Emulates hosts and network
infrastructures

e Emulates idiosyncrasies of
different IP stacks

()

e Deceives OS fingerprinting
tools

Linux 2.6.10 555°-5a8

10.0.0.4

Virtual
Honeypots

e Uses databases of Nmap, pOf,
Xprobe2

LAN

e Add network services via:
e External programs
e Python plug-ins

..........

e Forwarding to real servers

N
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Service Fingerprinting

|ldentification possibilities
e Banner strings

e Advertisement of supported
options

FTP

e TYPE command before login

e CWD command without
directory parameter

e EPRT, EPSV supported?

SMTP

e Recipient address enclosed by
angle brackets?

220 hostname.domain FTP server (Version
6.4/0penBSD/Linux-ftpd-0.17) ready.

TYPE A
530 Please login with

TYPE X
530 Please login with

500 "TYPE X": command

TYPE C

530 Please login with
500 "TYPE C": command
500 "TYPE C*: command
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USER and PASS.

USER and PASS.
not understood.

USER and PASS.
not understood.
not understood.




Fingerprinting Tools

o Nmap e Smtpscan
e Covers lots of protocols e Only 15 tests
e Scan limited to banners in e Evaluates only status codes
most cases e More than 3000 fingerprints
e Trigger commands if
necessary o Ftpmap
e Extensive tests
e Vmap e How random are port
e Covers 5 protocols assignments?
e Database contains unchanged e About 70 fingerprints

server responses

e And others...
e Amap

e Covers many protocols

e Sends simple trigger
commands
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Existing Service Emulators

e |IS Emulator
e Emulates Microsoft's Internet Information Server
e Noticeable feature set

e smtp.pl
e Comes with Honeyd
e Offers Sendmail and Postfix personalities
e Should be possible to add additional personalities easily

o Other emulators
e Depth of emulation very limited
e Do not always fool fingerprinting tools
e Personalities not interchangeable
e All existing emulators seem to be handcrafted solutions
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Problem and Idea

e Problem
e Most existing emulators are rather simple
e Their manual creation is time consuming

e |ldea
e Automatically create server emulators
e At least give assistance in the creation process
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Concept
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Reducing Complexity

e Problem
e Number of possible command strings is infinite
e Possibly infinite number of server states
e How to control generic emulator?

o Solution
e Focus on most important server states
e Put command strings into classes and test only representatives
e Error codes of response give sufficient control information

o Example SMTP

e Do not test arbitrary recipient addresses
e Test reaction with known user, unknown user, and remote user
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Honeybee Scanner

File with Test
Commands

Server
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State Object

Read Test Honeybee Main
Commands prog ram
connect(server),
sendcmd(cmdstring)
Network

Communication

Session Object

!

Set and Read
State Information

—parse(cmd, resp)»

Parser Object

add(key, value, loginstate)

File with
Personality
Database

<« \Write Database—|

Personality
Object
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Parsing Functions

E'. * o Workspace' HoneyBee' honeybee' smtp.py - Notepad2

Datei Bearbeiten Ansicht  Einstellungen 7

=10l x|

122 | def parse ropt{self, cwmd, args, resp):

183 trrPparse responses for RCPT compostd. © 7

134 [...]

18E elif args.upper({).startswith{"To: ") :

1a6 ropt = args

137 ropt = ropt[3:] # strip "ToO:r

13 ropt = ropt.stripl)

123

130 bracketstyle = zelf.bracketstyle{rcpt)

131 ropt = self.removebrackets{ropt)

19z

123 if ropt == self.state.config["knovnuser '] :

124 reprtelass = "<knownuser»"

13E elif rcpt == gelf.state.config["unknownu=er"]:
136 roptoelass = "<unknownuser:>™

137 elif ropt == zelf.state.config["relavyvaddresz"]:
19s roprolass = "wrelavaddresss>™

139 [...]

Z00 if resp[:3] == "250":

Z01 self.state.seenrcpt = True

Z0E resp = resp.replace{rcpt, ": (roptiz=Th

Z03 key = cmd + " To: " + roeptelass + 7 " + hracketstyle
204 [...]

Z0E return key, resnp
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Personality Database

o Hash table
e Stored in text file
e Lines with tuples of key and value
e Conversion via Python’s repr() and eval() functions

o Keys
e Commands
e Parameters
e State information

e Values
e Server response
e Placeholders for dynamic parts
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Personality Database — Example

!L * D:Workspace' HoneyBee' honeyd-plugin' def, smtp' sendmail-8.13.1-freeb - | I:Ilil

Datei Bearbeiten Ansicht  Einstellungen ¢

1 {'BECPT ToO: <relayaddress» withouthrackets', '550 5.7.1 %(recpt)is... Belayving denied
z ('BCPT TO: <relayaddress> startbhracketmissing', "553 5.0.0 % (rcpt)srx... Unbalanced
3 ['RCPT TO: <relayvaddress> endbracketmiszsing', 553 5.0.0 <% (rept)s... Unbalanced '
4 ('RCPT TO: <relayaddreszs> withbrackets', '550 5.7.1 <% (rocpt)sr... Belayving deniedh:
E
& ('RCPT TD: <knownuserr» withouthrackets', 'Z50 2.1.5 %(rcpt)s... Recipient okhrin')
7 ('BCPT TO: <knownuser:> starthracketmissing', "553 5.0.0 F({recptiss>... UTnbalanced '>
2 ('RCPT To: <knownuser: endbracketmwmissing', 553 5.0.0 <% (recpt)s... Unbalanced '<'y:
) ('RCPT TO: <knownuser:> withbrackets', 'Z50 2.1.5 <% (rcpt)s>... Recipient okh\rin')
10
11 ('RCPT TO: <unknowhuser:> withouthrackets', '550 5.1.1 % (recpt)s... User unkhownirin
1=z ('RCPT TO: <unknownuser> starthracketmissing', "553 5.0.0 % (roept)ls>... Tnbalanced
13 ('RCPT TO: <unknownuser:> endbracketmissing', "553 5.0.0 <% (rcopt)s... Thnbhalanced '«
14 ('RCPT T: <unknownuser> withhrackets', '550 5.1.1 <% (rcpt)sx... U=er unknownirhin'
1kt
1l ('RCPT', '501 5.5.2 S3yntax error in parameters sScanning ""hwrhin')
17 ('BCPT nosender', '503 5.0.0 MNeed MLIL khefore RCPThrhn')
‘| | -
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Emulator Plug-In for Honeyd

Honeyd

honeyd_init(),
honeyd_writedata(),
honeyd_readdata(),

!

log(),

honeyd_end() ‘

File with
Personality
Database

)
Read
Personality
Database

Plug-In Module

Personality
Object

|
handlethis(),
waitingresp(),
getresp()

«——getresp() —

Network
Communication

Client

write_selector(),
read_selector()

State Object

Set and Read
State Information

Emulator Object
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add(),
remove(), —»

waiting()

Response Queue/
Command Queue
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Command Handlers

E'. * Do Workspace' HoneyBee' honeyd-plugin',smtp.py - Notepad2

Datei Bearbeiten Ansicht  Einstelungen 7

=10 x|

Zle | def handle ropt{zself, cmd, args):

Z13 HEMRCPT commnand handler, *7F

Zz0 if self.state.hassender():

ZEZL if args.upper(}.startswith{"To: ") :

ZEE [...]

ZE32 bracketstyle = zself.bracketstyle{rcpt)
ZZd ropt = self.removebrackets{rcpt)

ZEE # Check if recipient iz in user list.
226 [...]

zz27 if rept in userlistc:

ZEE reprelass = "<knownusers'

P el=e:

Z20 reptelass = "<unknownuser>®

Z31 if roprt 1= Ty

Z3E key = cmd + " To: " 4+ roeptolass + 7 "+ bracketstyle
233 else:

z34 key = cmd + " To:'

Z3E resp = self.pers.getresp{kev)

236 # 3tore recipient only on error code 250.
£37 if resp[:3] == "=250'":

Z3e self.state.addrept{rcpt)

Z33 resp = resp % {"ropt™: ropty

240 [...]

Z41 return resp
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Pros and Cons

o Pros
e Approach is straightforward
e Saves costs when creating emulators of many different servers
e Sufficient for deceiving current fingerprinting tools

o Cons
e Scanner must fit server application
e Creation of test sets and parser function is still daunting task

o Missing functionality in Honeyd
e Service emulators cannot initiate/accept connections
e Honeyd cannot pass configuration data to Python plug-ins

Generating Fingerprints of Network Servers and their Use in Honeypots, 2005-06-08

16



Emulations vs. Fingerprinting Tools

o Emulated servers o Fingerprinting Tools
e Sendmail 8.13.1 e Nmap 3.75
e Postfix 2.1.5 e Amap 4.8
e Exim4.44 e Vmap 0.6
e FreeBSD 5.3 FTPd e Smtpscan 0.5
e OpenBSD FTPd 6.4 (Linux) e Ftpmap 0.5

e Pure-FTPd 1.0.19
e Qpopper 4.0.5
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Test Results (1)

e Nmap
e Perfect results

e Amap
e Falsely identifies FTP servers as SMTP servers
e Applies to both emulations and original servers
e Problem with Sendmail emulation

e Properly recognized as mail server

e But additionally mistaken for X Window System, Oracle DB, and
others

e Cause is handling of binary commands
e Python strips unprintable chars, with C null terminates string
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Test Results (2)

e Vmap
e Match rates are only difference in most cases
e They are slightly lower for emulations

e Problem with Postfix
e Emulation is properly recognized
e But original server aborts session because of too many errors

o Smitpscan
e Perfect results

o Ftpmap
e Error rates are only difference between emulation and original
e They are slightly higher for emulations
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Summary and Conclusion

e Main problem:
e Complexity

o |t works:
e Current version covers SMTP, FTP, and POP3
e Emulations deceive current fingerprinting tools

e But:
e Creation process not always fully automatic

e New target servers might require changes to parsers and command
handlers

e Providing real functionality for complex protocols like FTP still difficult

o Benefit depends on:
e How many different emulators are needed?
e How similar are the emulation targets?
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